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A wireless sensor network is a self-planning course of action of little sensor hubs passing through radio waves. WSN gives a connection 

between the physical and computerized universes. Wireless sensor networks are comprised of sensor nodes, and they all speak with each 

other through wireless. Every node has a sensor that it uses to catch information about its environmental factors, which it then imparts to 

another node, which then, at that point, communicates it to a third node, etc., until it arrives at the gateway node. The server gets information 

from every node and stores it before handling it. The gateway node goes about as a course between the nodes and the server. The geography 

of the sensor network depicts the wireless correspondences among the sensor nodes in the WSN and fills in as the establishment for the plan 

of different network correspondence and routing protocols, which are pivotal for network attributes like network lifetime, energy utilization, 

dependability, and information idleness. This article depicts the route-based finding routing protocol, or responsive routing protocol, for 

wireless sensor networks. The route is recognized by an Ad-hoc On-Demand Distance Vector Routing and Dynamic Source Routing or other 

route-based discovery protocol when a sourcing hub attempts to communicate information with another destination hub. Both unicast and 

multicast routing are upheld by this protocol, which additionally constructs routes to objections as the need might arise. 
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1 Introduction 
The routing protocol is a methodology for selecting the most appropriate route for data from source to destination. Selecting 

[22] the route, which depends on the network type, channel characteristics, and performance metrics is challenging. 

Single-hop and multi-hop communication is commonly referred to as direct and indirect communication. The sensor nodes in 

multi-hop communication serve as a route for other sensor nodes to reach the base station in addition to producing and 

delivering their content. Routing, the network layer's primary [1-20] function, is figuring out an optimum way from a source 
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node to a destination node.Data should be sent utilizing routing methods to arrive at the base station from the sensor nodes [2-

4]. As a general rule, routing is the most common way of making pathways from a source to a destination, with the choice of 

utilizing middle-of-the-road nodes to arrive. The different network control capacities should be executed and overseen using a 

reasonable routing protocol; standard routing techniques are unsatisfactory for WSNs. This is because wireless sensor network 

routing is unmistakable from traditional fixed network routing in various ways. The three kinds of routing protocols are 

proactive, reactive, and hybrid. [5-7] 

 

2 Route Discovery Based Routing Protocols 
Given the technique used to find the routes, it is sorted to defeat protocols. Routing protocols may commonly be classified as 

either proactive, reactive, or hybrid, which can join the elements of both proactive and reactive protocols. Routing table data 

is kept up with and kept through proactive protocols. Then again, course data in receptive protocols are registered on an 

interesting premise, or at least, at whatever point the hub has information to send. This article is a concise report on routing 

protocols that remembers data for the reactive routing protocol, an on-demand routing framework. 

Reactive routing protocols build a route between a source and a destination just when it is important; therefore, they are 

otherwise called on-request protocols. The AODV and the DSR are two unmistakable sub-protocols that belong to this protocol 

class. 

AODV- Ad-hoc On-Demand Distance Vector Routing 

DSR- Dynamic Source Routing 

Coming up next is a discussion of the DSR and AODV routing protocol. 

 

2.1 Dynamic Source Routing Protocol 

The dynamic source routing system was primarily designed for most multi-hop wireless and ad hoc mobile node networks [8–

11]. A direct, efficient, or on-request protocol can determine the path from the source to the final destination at precisely the 

right moment. 

It enables us to pinpoint the source path via multiple networks hops to any ad hoc network destination. DSR, as the name 

implies, is largely focused on source routing. Source routing is a notion whereby the packet sender selects the whole chain of 

nodes by which these packets are delivered. They are remarkably similar since AODV and DSR are built on the on-demand 

protocol. The distinction is that it utilizes source routing instead of depending on the routing table at each intermediary device. 

The main two DSR protocol functions are route discovery and route maintenance. 

 

2.1.1 Route Discovery 

Notations: 

RREQ- Route Request 

RREP- Route Reply 

DSR keeps a cache of all the known routes. An RREQ is broadcast before a node attempts to transfer data to another node. 

Other nodes begin exploring their caches for open routes to the target node as soon as they receive this RREQ from other 

nodes. The current node's address is recorded in the hop sequence; if any routes are inaccessible, this RREQ is delivered. The 

RREQ spreads across the network up to either a path or the availability of the destination itself. An RREP is then created and 

unicasted to the source node as a result of this. The list of network hops necessary to get to the destination node is contained 

in this RREP packet [12, 13]. 
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Figure 1: DSR route discovery for target node [14] 

 

2.1.2 Route Maintenance 

The host deletes the issue hop from its cache and any routes that contain it when an improper route is found [9,13]. An error 

notice is also delivered to the source node when this happens. 

 
Figure 2: DSR maintenance for error route [14] 

 

2.2.1 AODV (Ad-Hoc On-Demand Distance Vector Routing) 

Discovering routes to a node through message flooding is a prerequisite for connection in the On-Demand Routing protocol. 

The AODV routing protocol, which has been published as one of the various reactive routing systems for ad hoc mobile 

networks, is now the focus of considerable research [15]. 

Routes toward the destination are only discovered when desired, considering AODV is a demand-driven routing system. The 

AODV protocol provides support for route table administration.  

A group of movable nodes that create a network whose topology varies on demand is called an ad-hoc network. The nodes in 

a network rely on the assistance of other nodes to send packets to locations outside their communication range. A technique 

used to build such networks is called the AODV. [16] 

AODV utilizes the Route Request, Route Reply, and Route Error messages for route management and discovery. The usual IP 

header processing is applied when certain message types are received through UDP. 

Without routing, when a source node sent over a packet to a destination node, RREQ arrived as the first to emerge. The nearby 

node will determine if the destination node's address is the same as the source node's address when it receives RREQ (Route 

Request) containing those addresses. If so, send the RREP towards the source node; then, check the routings in the routing 

table that might reach the target node; if not, send RREP to the source node; otherwise, keep flooding and send RREQ. The 

AODV protocol may sustain routing nodes by routinely broadcasting the hello message. If a link fails, the system sends an 

ERROR message to the nodes while deleting corrupted records or repairing the routing. [17, 18] 



Journal of Pharmaceutical Negative Results ¦ Volume 14 ¦ Special Issue 2 ¦ 2023 
4 

 

The AODV seems to benefit from incurring no additional traffic for communication via existing networks. Distance vector 

routing is also straightforward to operate and doesn't require a lot of computation or memory. But in contrast to other systems, 

AODV takes a bit longer to create a link and entails more initial communication to build a route. [19] 

 

2.2.2 Trust AODV- (TADODV) 

Trust AODV security system works adequately. Following this protocol, the other node's opinion is utilized to evaluate a 

certain node's reliability [19]. The extensively used AODV routing protocol is expanded by the trusted AODV routing protocol, 

which employs the concept of a trust model in a subjective logic to safeguard routing behavior patterns at the network layer of 

the MANET. 

TAODV presupposes that the system seems to have some intrusion detection or monitor practices, either at the network or 

application layers, so that a single entity may watch how its one-hop neighbors perform. The opinion, an outcome of subjective 

logic, is utilized in TADOV to symbolize the node's push. The viewpoints are fluid and constantly modified. [20] 

According to the TADOV standards, if a node engages in legitimate communication, other nodes' opinions can be enhanced, 

but if a node engages in hateful conduct, the whole network will ultimately reject it. A system for trust recommendations is 

also developed to share the trust information across nodes. [20] 

The basic AODV, a trust model, and a trusted AODV are the three key components that constitute the TADOC system. 

 

 
 

Figure 3: Engineering of Trusted AODV 

The trusted design requires using a subject-derived, three-dimensional metric entitled opinion. Beliefs, disbeliefs, and 

uncertainties make up an opinion, and their aggregate sum is always 1. Over AODV and the trust above paradigm, the 

trustworthy AODV routing protocol is developed. [21-44]. Six processes are incorporated into the trust protocol: trust 

suggestion, trust combination, trust judgment, cryptographic routing protocol, trusted routing protocol, and trust updating. For 

the said intention of exchanging trust recommendations, the trust recommendation protocols procedure employs three 

additional message types: trust request message (TREQ), trust reply message (TREP), and trust warning message (TWARN). 

Above is a synopsis of the trust combination process. The trust assessment technique follows the method of assessing 

trustworthiness based on a three-dimensional viewpoint, and appropriate action is taken. According to the views of each node 

along the route, the trust routing protocol executes trusted route discovery and maintenance. 

 

3.Conclusion 
WSNs are attracting attention over time. This article introduces the most widely employed on-demand routing protocol, and 

its sub-variants, AODV and DSR, are further explored. The AODV and DSR terminology are given the utmost emphasis. 

We've included a brief explanation of the operation of the AODV and DSR mechanisms and some knowledge on route 

maintenance and discovery mechanisms. By employing source routing rather than the routing table, we have figured that the 

DSR mechanism is more fruitful or practical. We have also addressed the Trusted AODV safety mechanism of AODV. 
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