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Images are utilized to improve the news stories in the papers, evidence in the court of law, legal documents and mostly in social 

networking sites, etc. But with the advancements in image editing tools, images are open to several falsifications; therefore tampered 

images are easily created that are difficult to be recognized through naked eye. To carry out such forensic analysis, several 

technological detections have been developed in the literature. However, most of them are less precise and time-consuming. In this 

paper, the image authentication technique is based on Discrete Cosine Transform, Discrete Wavelet Transform and Correlation which 

detects the forgery accurately. DCT, DWT are used for dimensionality reduction. The compressed image is partitioned into 

overlapping blocks of fixed size. Correlation is then performed between the blocks which detects the region of forgery. Edges of 

forged region are detected by canny edge detector. Proposed method improves the detection time, precision, recall, accuracy. It is 

robust to rotation, noise, scaling and multiple copy- move forgeries and splicing attacks. 
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I. INTRODUCTION 
Our mind interprets visual imprints very rapidly. Images can explain any incidence in much better than thousands of 

words. Since computers were not available earlier, everyone used to believe whatever is visible in the image through 

newspapers, articles, magazines, etc. Using powerful image editing tools such as Adobe Photoshop, an image can be 

altered with a wide variety of manipulation techniques such as scaling, rotation, blurring, resampling, filtering, cropping, 

etc. Due to which authenticity of the image is lost. With the headway in data innovation, computerized images can be 

sent from one spot to another very easily and hence false information is spread in news, social media, TV. 

 

Forgeries in an image can be done by adding, removing, and changing the features of an image. Image forgery results in 

significant alteration in image data and can change the sense of information shown by the image. Thus, authentication of 

originality of images is required in variety of applications such as forensics, military, media, newspapers, etc. In Copy-

Move Forgery, a portion of the genuine image is copied and pasted at different location on the same image. The detection 

of Image Forgery is unidentifiable through the naked eye because the segment is from the same image so the characteristics 

like noise, colour patterns all are compatible to the rest of the image. In Image Splicing Forgery, a portion of the genuine 

image is copied and pasted in different images. 

 

This type of forgery introduces additional objects and appears as a real image. The sole purpose of image splicing forgery 

is to bring additional information or hide an important data in an image which is originally not present. Hence, detection 

of such forgeries is essential as they lead to misinformation. Forgery might be acted in numerous ways. Out of these, the 

commonly utilized strategy is copy move forgery and image splicing. Presence of two same areas isn't normal in regular 

pictures and this property is misused to identify copy-move forgery. Indeed subsequent to applying some post cycles, 

similar to edge smoothing, and clamor adding to eliminate the apparent signs. One of the most frequently used methods to 

detect such type of forgery is to use block matching algorithm. In the block matching algorithm the image is divided into 

overlapping blocks and the blocks are matched to find the duplicated region. 

 

I. LITERATURE SURVEY 
Kumar, et al. [3] presented the fast DCT based image forgery detection method, where input image is selected and then 

divided into overlapping blocks after that DCT is performed to extract the features of the blocks and sorting blocks and 

performing block matching then highlighting the duplicated region. 
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Fattah, et al. presented 2D-DWT method in which block matching is performed when all overlapping blocks are 

compared with non- overlapping blocks to detect the forged region. Ketenci et al.  presented Copy-move forgery 

detection in images via 2D Fourier Transform, in this the input image is divided into overlapping blocks then four 

dimension features are extracted using 2D-FT on each blocks and uses block matching algorithm to detect the forged 

region. 

 

Harpreet Kaur and Sheenam Malhotra, et al. proposed the method that improves copy- move forgery detection using DCT, 

correlation, and sobel edge detector. Here, the image is first compressed using (DCT) discrete cosine transform is used to 

compress an image and introduce blocking artifacts at the block boundaries which helps to detect forgery. 

Fahime Hakimi et al projected a method of detecting image splicing using Local Binary Pattern and DWT. Maind et al. 

proposed Copy-Move Forgery Detection using Block Representing, where DCT is applied to generate the quantized 

coefficients and then representing the each quantized block by a circular and extracting appropriate feature from each 

circle block and afterward look for similar block match. Block representing have been suggested to detect copy-move 

forgery but one of the major issues of this method is detection time. 

 

II. PROPOSED APPROACH 
In proposed approach, forgery is detected by Discrete Cosine Transform and Discrete Wavelet Transform. DCT is 

applied to forged image for dimensionality reduction which introduces blocking artifacts which helps us detect forgery. 

Then DWT is applied on the DCT compressed image. In DWT, the compressed image divided into 4 sub-bands – LL, 

LH, HL and HH. The LL sub-band is divided into fixed size overlapping blocks of B*B pixels. methods to detect such 

type of forgery is to use block matching algorithm. In the block matching algorithm the image is divided into overlapping 

blocks and the blocks are matched to find the duplicated region. 

 

 
Fig 1: Block diagram of proposed approach 

 

The division of compressed image into overlapping blocks is again to improve the speed of computation and ability to 

find the region of forgery accurately in less time. The same process is done for the original image. Then, correlation is 

performed between the blocks of the forged image and original image which yields the forged region. The correlated 

image is then converted to binary image and after that edges are extracted using canny edge detector. Refinement of the 

edges detects the forged region accurately. 

 

A. Convert Colour Image into Grayscale Image 
For the implementation of proposed method, the colour input image Im of size M x N is converted to a grayscale image 

using Im = 0.229R+ 0.587G+0.114B, where R, G and B are red, green, and blue components of image Im, respectively. 

 

B. Discrete Cosine Transform 
Discrete cosine transform is applied to the image for dimensionality reduction or compression. DCT is used for faster 

computation of detection of forgery. The Discrete cosine transform possess the ability to detect the tampered region 

accurately. The DCT equation F(u,v) is given below,Since the LL sub-band contains the maximum data, it is taken for 

further procedure. The two- dimensional wavelet and scaling functions are obtained by taking the tensor products of the 
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one-dimensional wavelet, scaling functions. The two-dimensional DWT leads to a decomposition of approximation 

coefficients at level j in four components: the approximation at level j + 1, and the details in three orientations (horizontal, 

vertical, and diagonal). The following chart explains the basic decomposition steps for images. 

 

B. Discrete Cosine Transform 
Discrete cosine transform is applied to the image for dimensionality reduction or compression. DCT is used for faster 

computation of detection of forgery.  The Discrete cosine transform has the ability to detect the tampered region 

accurately. 

 

The DCT equation F(u,v) is given below, 

=
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After compression, images are reconstructed from its transform using Inverse-DCT equation f(x,y) is 
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C. Discrete Wavelet Transform 
Discrete Wavelet Transform (DWT), a multi-level decomposition method. In the proposed approach, Haar wavelet is 

used to reduce the dimension of the image and then four sub-bands LL, LH, HL and HH are 

 

 

where 

• —Down sample columns: keep the even-indexed columns 

• — Down sample rows: keep the even-indexed rows 

• — Convolve with filter X the rows of the entry 

• —Convolve with filter X the columns of the entry 

The decomposition is initialized by setting the approximation coefficients equal to the image s: cA0 = s. 

D. Divide Image into Overlapping Blocks 
The image after compression using DCT, is divided into fixed size blocks such as M x N grayscale image first split up 

into overlapping blocks of B x B pixels. The blocks are slid by one pixel along the image from the upper left corner to 

the lower right corner. 

Bij (x, y) =f(x + j, y  +  i ) 

 

Where x, y belongs to {0,… B-1}, i belongs to {1,…M-B+1}, j belongs to {1,….N-B+1}.  The number of overlapping 

blocks can    be obtained by using the following equation, N blocks =(M-B+1) (N-B+1) 

 

E. Correlation between the Blocks 
Correlation method is used as a statistical tool to establish the association between two variables. The 2D correlation is 

defined as follows, 



              Journal of Pharmaceutical Negative Results ¦ Volume 13 ¦Special Issue 8 ¦ 2022 3881  

∑ ∑ (𝐴𝑚𝑛 − 𝐴̅ )  (𝐵𝑚𝑛 − 𝐵̅)𝑛𝑚

√(∑ ∑ (𝐴𝑚𝑛 − 𝐴̅𝑛𝑚   )2)(∑ ∑ 𝐵𝑚𝑛 − 𝐵̅𝑛𝑚  )2)
 

 

where A, B are means of forged and original image, M x N is size of image, m=1,2,3,4,…M, n=1,2,3,…N. 

 

F. Binary Image 
The image obtained after correlation is then converted to its binary form that is into black and white pixels. Black pixels 

represent the forged region and white pixels represents unforged region. This binary form is useful as it neglects the 

unnecessary grayscale pixels. 

 

G. Canny Edge Detector 
The Canny edge detector is an edge detection operator that uses a multi-stage algorithm to detect a wide range of edges 

in images. It was developed by John F. Canny in 1986.The algorithm runs in 6 separate steps: 

1. Smoothing: Removal of noise from the image. 

2. Determination of gradients: The edges are marked where the gradients of the image has magnitudes. 

3. Calculation of direction: In this step, direction of edge should be calculated. 

4. Non maximum suppression: Only local maxima are marked as edges. 

5. Double thresholding: Potential edges are determined by thresholding that uses two thresholds high and low. The 

values higher than high threshold is considered as strong edge and the values lower than low threshold are discarded and 

the values between high and low thresholds are considered to be weak pixels. 

6. Edge tracking: Lastly, edges are determined by suppressing all edges that are not connected to very certain (strong) 

edge. 

 

H. Refine the Edges 
Refinement of the edges of detected region and remove the objects that have fewer pixels from binary image using 

morphological operations. 

 

I. Locate the Forged Area 
The forged area can be highlighted with purple colour which gives us actual tampering location. 

 

IV. EXPERIMENTAL RESULTS 
The proposed approach is performed on a personal computer with Intel 1.80 GHz Core i5 processor and using MATLAB 

Online 2020b software. Adobe Photoshop is used to forge the images. The performance of the proposed technique is 

evaluated on dataset of 40 images in which 20 are original images and 20 are forged images. The dataset consists images 

of size 256 x 256 pixels. In the experimentation, block size is considered 10x10. 

 

a) Copy- move image forgery detection 
 

 
 

https://en.wikipedia.org/wiki/Edge_detection
https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/John_F._Canny
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b) Image splicing forgery Detection 

 

 
 

Performance of proposed method  is evaluated and compared with block representing method. 

 
 

A. Detection Time 
For evaluation of results, comparion between proposed and block representing method on the basis of performance 

characteristics are shown in table2. 

TP (True Positive) is number of forged images that have been perfectly detected as forged. 

FP (False Positive) is number of forged images that have been wrongly detected as forged. 

FN (False Negative) is number of original images that have been wrongly missed but they are forged. 

TN (True Negative) is number of original images correctly detected that have been truly detected as not-forged. 

 

Factors Proposed Method 

TP 10 

TN 9 

FP 1 

FN 0 

 

B. Precision 
It is defined as the ratio of number of true positive to the sum of true positive and false positive. 

 

Precision Rate=
𝑇𝑃

𝑇𝑃+𝐹𝑃
 x 100 

 

C. Accuracy 
It is defined as the ratio of sum of the true positives and true negatives to the total. 

 

Accuracy=
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 x 100 

 

D. Recall Rate 
It is defined as the ratio of number of true postives to the sum of true positives and false negatives. 

 

Recall Rate =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 x 100 

 

The comparision between block representing method and proposed method based on precision rate, accuracy and recall 
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rate are as follows, 

 

Parameters Block Representing Method Proposed Method 

Precision 74.25% 90% 

Accuracy 86.00% 95% 

Recall 91.46% 100% 

 

V. CONCLUSION AND FUTURE SCOPE 

The objectives of proposed image forgery detection method are recognizing image manipulation and detect the region of 

forgery accurately in less time.  The significant domain in digital image authentication is Copy-Move Forgery Detection 

(CMFD) and Image Splicing Forgery Detection (ISFD). Therefore, Discrete Cosine Transform, Discrete Wavelet 

Transform are applied for dimensionality reduction or compression and division of compressed image into overlapping 

blocks of size 10 x 10.  Correlation is used for similarity measure which extracts a tampered region. The Canny edge can 

easily detect edges and their various orientations and the region forgery is detected accurately. From the results, a 

conclusion can be drawn that proposed method not only effectively detects multiple copy-move, image splicing forgeries 

and precisely locates the forged areas but also is robust to various attacks such as rotation, scaling, brightness, blur, and 

noise. Compared with a block representing a method [1] and copy-move forgery detection [3], the detection time of 

proposed method is very less. Precision, recall, and accuracy is also higher than existing block methods 

 

The project can be enhanced to abate the processing time to detect the forgery in the images to few seconds or even 

microseconds. The accuracy of detecting forgery in image using traditional methods is attained to certain level, 

improvement in existing techniques is required for better accuracy and precision. Combination of machine learning 

algorithms could be a better option to yield accuracy in future. 
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